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Federal Communications Commission
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Re: EB Docket 06-36; Annual CPNI Certification

Dear Ms. Dortch:

John L. Clark, Attorney at Law

Submitted herewith is the calendar year 2010 CPNI certification of Southern
California Telephone Company (FRN 0018123224) pursuant to 47 C.F.R. § 64.2009(e). Please
advise me if there are any questions regarding this submission.

Very truly yours,

Counsel for Southern California Telephone
Company
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Annual 47 C.F~R. §64.2009Ce) CPNICertificationCoveringPrior CalendarYear2010

EB Docket 06-36

Southern California Telephone Company
FRN:0018123224
Form 499 Filerl.D: 828403

I,KevinReno certify than am an officer ofSouthernCalifornia TelepholleCompany(the
"Company"), that laIn authorized to make this certification on its behalf, and thatl have personal
lmowledge that the Company has established operatingprocedures that are adequate to ensure compliance
with Section 222 ofthe COmlnunications Actof 1934 andthe 47 C.F.R. §64.2001·et seq., the Federal
Communications COmmissionrules implementing Section 222. .

.Attachedtothi~certificati()n is a statementexplaininghow the Company's procedwesenswe that
the Company is incol11plian<;ewitb therequiremeritsset forth in the Commission's rules, inc:hldingthose
roandating ePNI procedures, training, recordkeeping, and supervisory review. .

The Company has nottaken any actions{proceedings instituted orpetitions filedbythecoropany
at either state commission,the c()urt system,orat the Commission) against data brokers inthe past year.

The Company has the following information with respect to the processes thatpretexters are
using in attempts toaccessCPNI: The Company has no lmowledge or information indicating any attempts
by pretexters to access itsCPNIDatabase .

The steps the Compimyis{aking to protect CPNlare described in the attached statement.

TheCornpany has hot rec:eived any customer complaints in the past yearcohcerning the
unauthorized r'dease of CPNI·.

The Companyrepresents andwarrants that the above certification is consistent with 47 C.F.R. §
1.17, which requirestruthful. and accurate. statements to theCornmission. The'Company.also
aclmowledges that false statements and misrepresentations to the Commission are punishable under Title
18 of the U.S. Code and may subject iHo enforcement action.

..... .. ..• :
By:----

Title:· IAtAe A"-'Jt.&7l'P~r-

Dated:;:a!a.I!~//



STATEMENTOE COMPLIANCE PROCEDURES

Southern California Telephone Company{the "Company")has established 9perat~ng procedures
to protect the privacy of Customer Proprietary Network fufonnation{"CPNI") as follows:

(l}The Companydoes not allovvtheuse ofCPNI for salesor l11arketing of anycategoryof
.service to which a customer doesnotalready subscribe, except forthe provision ofCPE, voice
mail, inside wire service, or cust()lll-'calling (adjunct-to-:basic) services.

(2)CPNI iSl11aintained inasecllfeservet andisnot.accessible via Internet cOnnections.. The
Compat1~hasaciopted authenticati<mproceclU!"estoprotect .againstunl:nlt40rizedaccess·~t()GPNI
duringcmltoIller-iilitiated' telephone. Gontaetand visits toiheC{)mpany'sbusinesslpcationsat·.
which:aPGess •. toCPl'U uwy beobtailJed. these proceduresrequire'thecustolller toprovide,ilJ the
case ofvisits to theCompally'sloca#ons; .aproperphoto i.d;;,alll1 in other cases,. a passwordthat
is.proyid.edto the.customer only aftertheGUst9m~ris.firstauthepticatedusin~.non-readily­
availablebiographical or aCCQunt infollUation...•. Further;wheneyerapassword; response toback­
up means ofauthentication, online account, or address of record is created or changed, the·
customer is notified Of the change in accordance with the FCC'srules safeguardingCPNI.lri
cases where a business custOmer has a dedicated Company account representative, other
clUthentlcatiO,ll·.methodsmaybe·used as, expressly set forth in the ·coritractbetweell the Company
aridthecustonier. .

(3)J3xceptas.setforth above, theCornpanydiscloses CPNlto third parties onlypmsuant t~
1aWfu1process.> In the event{)r'any·uncertainty,the Company's pqlicyis to consultwith counsel
before responding toanyrequest forCPNI from a third party. .

(4) In the eventof any breach in the security ofcustomers' CPNI, the Companywillnotifylaw
enforpementpursuant to the. FCC's rules .before notifying customers or publicly disclosing the
breac~.Inaddition, the CQrnpanywillrnaintainrecords dfall such preaches and notifications as
reqt1ired by.the FGC'S rules.

(5) The Companyhas trained allpersonnel who. have access to. CPNI,or colltrolover access to

CP.. NI..... ' r....e.. g.a.r.d..·..ing.the u.s.es.D.o.r.. w.·.... hi.'c.hC.P.NI.. m..•.. ay.. b.e ill.·ade,. the r.e..stri...·..c.. tions..1.'n..the.use.. o.f. C..PNI....'. an.. d.
the authentication requirementsfor disclosure ofCPNI to customers,and all persortm~l have been
trained in the notificationprocedtires to be followed in the eventofa breach; The Company has
a·no .tolerance policy for violations·and will discipline any individualwho has been found in
violation of CPNIrequiremerits.Intentional or grossly-negligent violations will result in
termination. In other cases, discipline, up to and including termination, will apply, as
appropriate.
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